ad A

0 > | T——
L { ik 3 7 wiidy L CACOL

Acceptable Use Policy (AUP) - St. Mary's Primary School, Athlone; Roll Number: 20073P

1. Introduction

St. Mary's Primary School, Athlone, recognizes the vital role technology plays in enriching the
educational experience and preparing students for the digital world. We are committed to
providing a safe, responsible, and productive digital learning environment for all members of our
school community. This Acceptable Use Policy (AUP) outlines the rules, guidelines, and
expectations for using school technology resources, including but not limited to computers,
laptops, tablets, mobile devices (both school-owned and personal when used on school premises
or for school-related activities), wearable devices/watches (that have the capacity to take images,
record, receive messages), the internet, the school network, and associated software and
applications. This policy applies to all students, staff, volunteers, and visitors using school
technology, whether on school premises, during school-related activities (including
extracurriculars, trips, and online learning platforms), or using school-provided devices remotely.

2. Purpose
This AUP is designed to:

Foster a positive and ethical digital learning environment.

Educate students about responsible digital citizenship and online safety.

Protect students from potential online risks, including cyberbullying, inappropriate
content, and online predators.

Safeguard the privacy and security of students, staff, and school data.

Maintain the integrity and security of the school's technology resources and network.
Ensure compliance with relevant legislation, including data protection laws and copyright
regulations.

Provide clear guidelines and expectations for technology use.

Establish a consistent approach to addressing violations of this policy.



3. Acceptable Use

Students are expected to use technology in a responsible, ethical, and respectful manner that
aligns with the educational mission of St. Mary's. Acceptable use includes:

Educational Purpeses: Utilizing technology for legitimate educational activities, such as
research, project work, communication with teachers, collaborative learning, and
accessing educational resources.

Respect for Others: Communicating respectfully and appropriately online, avoiding
offensive language, personal attacks, harassment, discrimination, or any form of
cyberbullying.

Privacy and Confidentiality: Protecting the privacy of oneself and others by not sharing
personal information (e.g., names, addresses, phone numbers, passwords, photos) without
consent. This includes respecting the confidentiality of school information.

Intellectual Property: Respecting copyright laws and intellectual property rights by
properly citing sources, avoiding plagiarism, and not distributing copyrighted material
without permission.

Appropriate Content: Accessing and sharing only age-appropriate and school-
appropriate content. This includes refraining from accessing or distributing content that is
violent, sexually suggestive, hateful, discriminatory, or illegal.

Device Use: Using school-owned devices and personal devices (when permitted) for
educational purposes during designated times and in accordance with teacher
instructions. This includes adhering to guidelines for device care and maintenance.
Network Access: Using the school network and internet connection for school-related
activities and authorized purposes. This includes respecting network security protocols
and not attempting to bypass filters or access restricted areas.

Software and Applications: Using only authorized software and applications on school
devices and the school network. Downloading or installing unauthorized software is
prohibited.

4. Unacceptable Use

The following activities are considered unacceptable and are strictly prohibited:

Cyberbullying: Any form of online harassment, intimidation, threats, or discrimination.
This includes sending hurtful messages, spreading rumors, creating fake profiles, or
engaging in any other behavior that could harm or humiliate another person.
Inappropriate Content: Accessing, downloading, sharing, or distributing offensive,
pornographic, violent, hateful, discriminatory, or illegal content.

Unauthorized Access: Attempting to access restricted areas of the school network,
another user's account, or any system or data that one is not authorized to access.
Software Piracy: Downloading, installing, or using unauthorized or pirated software.



Sharing Personal Information: Sharing personal information (e.g., names, addresses,
phone numbers, passwords, photos, location) without consent.

Plagiarism: Copying someone else's work and presenting it as one's own.

Vandalism: Damaging or disrupting the school's technology resources, network, or
systems.

Unauthorized Use of Devices: Using personal devices during class time without teacher
permission or using school devices for non-educational purposes.
Recording/Photographing without Permission: Recording or photographing staff or
students without their explicit consent, and especially without the consent of a parent or
guardian in the case of students. This includes the distribution of such recordings or
photographs.

Bypassing Security: Attempting to bypass school network filters or security measures.
Illegal Activities: Engaging in any illegal activity online, such as hacking, distributing
illegal content, or engaging in online fraud.

5. Use of Personal Devices

Students are not permitted to use personal devices (phones, tablets, wearable devices/
watches that have the capacity to take images, record, receive messages etc.) during
school hours unless authorized by a teacher for educational purposes.

Staff may use personal devices responsibly and in line with school policy.

6. Internet Safety & Digital Citizenship

St. Mary’s Primary School promotes:

Regular internet safety lessons as part of the curriculum.
Responsible use of social media (where applicable).
Awareness of digital footprints and online reputation.

Cybersecurity best practices, including strong passwords and privacy settings.

7. Consequences of Violations

Violations of this AUP will be taken seriously and may result in disciplinary action, including:

e Verbal warning



Loss of technology privileges (temporary or permanent)
Detention

Suspension

Expulsion (in severe cases)

Notification of parents/guardians

Referral to law enforcement (in cases of illegal activity)

The severity of the consequences will depend on the nature and extent of the violation, the
student's age, and their disciplinary history. The school reserves the right to determine the
appropriate course of action in each case.

8. Monitoring and Enforcement

The school reserves the right to monitor student activity on the school network, devices, and
online platforms to ensure compliance with this AUP. This may include reviewing browsing
history, emails, files, and online communications. The school will make reasonable efforts to
balance student privacy with the need to maintain a safe and secure online environment.

9. Parental Involvement

Parents/Guardians play a crucial role in promoting online safety and responsible technology use.
We encourage parents/guardians to:

o Discuss this AUP with their children and reinforce the importance of online safety and
responsible technology use at home.
Monitor their children's online activity and communication.
Communicate with the school about any concerns regarding online safety or technology
use.

e Attend workshops or information sessions on online safety provided by the school.

10. Acceptable Use Policy for After-School Contact between Staff

Urgent Communication:

e Urgent matters include emergencies, safety concerns, or critical issues requiring
immediate attention.

e Contact should be made through official school-approved channels (e.g., work email,
school messaging platforms, or designated phone numbers). Parents may contact their



child's teacher through the school's online learning platform, Seesaw, or by making an
appointment via the school office. Additionally, if necessary, a teacher may use
@stmarysathlone.com email address to communicate with parents directly.

e Staff should use professional judgment to determine urgency and respond as soon as
reasonably possible.

Non-Urgent Communication:

» Non-urgent matters (e.g., routine updates, general inquiries, or administrative tasks)
should be addressed during regular working hours and avoided outside school hours.

« Staff should set clear expectations for response times (e.g., within 24-48 hours on school
days).

» Communication after hours should be limited to essential matters unless previously
agreed upon.

Professional Boundaries & Conduct:

* Maintain professionalism in all communication, ensuring respectful and appropriate
language.
Avoid using personal contact details for work-related matters unless explicitly authorised.
Refrain from excessive or unnecessary contact outside of work hours to support work-life
balance.

Confidentiality & Compliance:

* Follow school policies and data protection guidelines when handling sensitive or student-
related information.
* Avoid discussing confidential matters through unofficial or unsecured channels.

11. Review and Updates

This AUP will be reviewed and updated annually or as needed to reflect changes in technology,
best practices, and legal requirements. Parents/Guardians will be notified of any significant
changes to the policy.

12. Agreement

All students and their parents/guardians are required to read, understand, and sign this AUP
before being granted access to school technology resources. By signing this agreement, students
and parents/guardians acknowledge their understanding of and agreement to abide by the terms
of this policy.



13. Ratification by the Board of Management
» This Acceptgble Use Policy has been ratified by the Board of Management on:
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